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Emerging Devices Everywhere

Wearables, sensors, “Internet of Things”, tiny satellites, medical
Implants, environmental monitoring, security, computational art,
Interactive clothing, smart furniture, smart carpets, smart toilet paper
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G — cnerqgy receiver

__—energy source

empty space
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G — cnerqgy receiver

energy buffer (capacitor)

computer (microcontroller)

...but energy Is Intermittent

—and as a result—

software becomes inherently unreliable.
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The Intermittent Execution Modet 2

Reasoning About Intermittently-powered Devices

seres——eeeal e signing for Intermittence

System Support for Reliable Intermittence

Intermittent Computing Platforms

Hardware, Programming Models, System Software
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Avallable

Charging, dead.
Energy

Time

Running on Intermittent energy

RF Avallable!
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Avallable Operating!
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Time

Running on Intermittent energy
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Avallable

Ener
o "Death Line”
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== Not charging, dead.
Time IS

Running on Intermittent energy
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Avallable Operating!
Energy

N\

Time

Running on Intermittent energy

RF Avallable!
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Computer Computer
shuts down reboots

-q -----------------------------------
. O <
Available %2 ks
T D
Energy X0 S o
© T : L
i %2 < Death Line
------------ \----------------------l
Time

Intermittent Operation on Harvested Energy
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Reboot  Compute Reboot Compute

Avallable
Energy
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Time
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The Intermittent Execution Mode|

[PLDI "15]
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The Intermittent Execution Mode|

[PLDI '15]

Time

Goal: Run programs that take longer than one green box
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void main(void){

fOr( =1 10) /*Store 10 letters ‘a’ in the buffer™/
append()

]

void append(){

SZ++ /*Store a letter ‘a’ in buf[sz]
buf[sz] = ‘@’ and increase sz by one™/

j
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. void main(void){

orti=1) for(i=1..10)
append() append()

buf[sz] = ‘a’ }

for(1=2)

void append(){

append() S7++

bUf[SZ] =a’ N P

REBOOT buf[sz] = ‘a

j
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| o void main(void){
fori=1) e for(i=1..10)
open REBED append(
buf[sz] = ‘a }
for(1=2)
void append(){
apgzepg() S7++
bUf[SZ] =a’ bUf[SZ] — caa
REBOOT }
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for(1=1)
append()
SZ++ - - -
. orti=1) ufTsz] = ‘a volid mam(vcnd){
= o2 for(i=1..10)
e
bufsz] = ‘a’ N }
. buf[sz] = ‘a’
for(1=2)
40 for(i=3) void append(){
appen
§Z++ =iy append() SZTT
e e buf[sz] = ‘a’
REBOOT buf[sz] =‘a’
REBOOT }
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Control-flow Graph void main(void){

o . for(i=1..10)
for(i=...) append()
SZ++ }
1 gca append()

uf[sz] = ‘@’

buf[sz] ‘<Ioop> VOId appeﬂd(){
1 | S7Z++
‘ end of main() bUf[SZ] — ‘g’

j
We can model intermittence as a control-flow problem

—
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Back in time!
Control-flow Graph

append() main() |
for(1="...)
S 1 & Intermittent Execution
call append()
puffsz] = ‘@ $ Challenge:
! <loop> Implicit control-flow
a end of main() “baCk Iﬂ t|me” on rebOOt

Fallure Induces
Implicit Control-flow
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CEELH

FCLLLY

S S Access latencies growing

similar w/ new technology non-volatile memory
‘ ’ (e.g., Flash, FRAM)

DRAM, SRAM registers)
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Reboots clear volatile state and
preserve non-volatile state

Time
......... C‘ear' C\ear' _Clear! \ C\ear' ooeo

volatile F—rr, Pt Tt [P

State = | < b e T oD U

............................................................................................. Seft 1
— I | : r | ]
Non-volatile Persists| Checkpy odic
State — I i
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Control-flow Graph

append() main()
for(1="...)
ST 1 &Ca“ append( Intermittent Execution
buffsz] = ‘@ $ Challenge:
' C:elgli)ppgnt Volatile State Im p‘ Cit control-flow
& cnd of main( “back in time” on reboot.

Checkpoint introduce more
compleximplicit control-flow
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The Big Idea

The way we think about software does

work with the intermittent execution model
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Challenge: Intermittence Bugs

Software that Is correct with continuous power
can be incorrect due to iIntermittent execution

especially when we comblne non-volatile
and volatile memory! s
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Intermittence Bug: Out-of-thin-air Values

[IMSPC "14; PLDI *15]

sz | -1
buf
append() main()
for(i=...)
Sz++
| ckpt call append()

buf[sz] = ‘a’ \
<Ioop>

‘ end of main()
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Intermittence Bug: Out-of-thin-air Values

[IMSPC "14; PLDI *15]

sz | O
buf | ‘a’
append() main()
for(i="...)
Sz++

1 call append()
for(1=1) buf[sz] = ‘@’ u
call append() <loop>
SzZ++ 1

buf[sz] = ‘a’

‘ end of main()
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Intermittence Bug: Out-of-thin-air Values

[MSPC *14: PLDI *15]

sz | 1
| buf [‘a’ | ‘@’
Error: ’a’ is appended to buf
twice on the 1 = 1 iteration append()  main®)
for(i=..)
SZ++ &
1 call append()
for(i=1) for(i=1) buflsz] = a &
call append() call append() <loop>

SZ++
buf[sz] = ‘&’

SZ++
buf[sz] = ‘a’

!

& nd of main()
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Intermittence Bug: Out-of-thin-air Values

[IMSPC "14; PLDI *15]

@ for(i=1)
Stuck in an implicit +Ca” append()
loop for | =1 -
!
buf[sz] = ‘a’
!

for(1=1)
call append()

sz++
buf[sz] = ‘&’

for(i1=1)
call append()

Sz++
buf[sz] = ‘a’

for(1=1)
call append()

sz++
buf[sz] = ‘&’

for(1=1)
call append()

SZ++
buf[sz] = ‘a’

for(1=1)
call append()

SZ++
buf[sz] = ‘a’
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Intermittence Bug: Out-of-thin-air Values

[IMSPC "14; PLDI *15]

“Out of thin air” value not permitted by any
continuous execution!

sz | 11 sz & buf contain corrupt values.

buf ‘a! ‘a! ‘a! ‘aJ ‘a, ‘a! Ia! ‘a, ‘a, ‘a, ‘a! ‘a, ‘ ‘ ‘

Stuck in an implicit

loop fori=1
g @ or(i=1)
Memory contents depend on the availability of ‘
harvestable energy and capacitor size! call append()

SZ++

1
1

buf[sz] = ‘&’
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Intermittence Bug: Livelock & Non-termination

[Colin, et al. CASES 15, ASPLOS ‘16]
Affected code need not even

Energy cost atomic span exceeds energy capacity ._// modify NV storage
NV

Code that is correct with continuous power
reboots indefinitely on intermittent power.

hicost() main()
for(i="...)
for(1=1) for(1=1) & call hicost()
call hicost() call hicost()
call foo() call foo() If energy cost exceeds <loop>
call bar() call bar() full capacitor charge: |

00 never completes 1 iteration ‘ end of main()
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Intermittence Bug: I/O Atomicity

[Colin OOPSLA 16, Maeng OOPSLA ‘17, Hester et al SenSys “17]

Checkpoint between /O operations that should No atomicity control w/ automatic checkpoints
execute together leaves I/O inconsistent

main()

@ Sense_temp() restore

Sense_temp() 1 | Sense_pressure
checkpoint (O checkpoint

‘ Sense_pressure()

® <nd of main()

Cllggglglllllllllg

A very long time ...

Inconsistent data read at different moments in time

). Electrical & Computer
‘( ENG I N EER NG Brandon Lucia - Carnegie Mellon University - Challenges of Intermittent Computing



-
. | e

i | e

19




pemneeergl R cllable Intermittent Execution

Task-based Programming Models
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DIino

Arbitrary Task-based Intermittent Programming [PLDI’15]

Task-based Intermittence w/ Static Data Duplication [OOPSLA’16]

fE. Task-based Intermittence w/ Dynamic Privatization [OOPSLA’17]
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Tasks have atomic all-or-
nothing semantics

No implicit control-flow!
l ASK bouhaal
. [ask Boundlary

Task

Task

Original Program

Task Boundary

Task boundaries selectively
checkpoint volatile and
non-volatile state

Task-atomic Execution in DINO )

[PLDI '15] L )
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Sz | -1 Sz | -1

but buf

Restore buf and sz!
task_boundary

‘for(i:
‘Call append()
Qtask boundary 1
Checkpoint captures * 1 SZ++ sz| 0
buf and sz ! call append() . ouf [ m
sz| 0 8sz++ !
‘for
buf | ‘@’ buf[sz] = ‘@ Implicit Loop! ét < bound
ask_boundary

Checkpoint

. DINO Eliminates OoTA Values

[PLDI"15]
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|

int NV_Array[1000000]; ask_boundary  ,’NV_Array[1000000] = {0}
task_boundary Lo | .
| = rand(1000000), =rand(.) L "Nv-data fow
NV-data flow! NV_Array[i}++:
NV_ArrayliJ++; é}task_boundary NV_Array[1000000] = {...);
task bou ndary Compiler cannot know i in advance! Must version all of NV_Array.

1,000,000

What data to include in checkpoint?
All NV data that may be accessed before a reboot, plus volatile.

). Electrical & Computer
‘( ENG I N EER NG Brandon Lucia - Carnegie Mellon University - Challenges of Intermittent Computing



60

L Z‘ I I I I ICheckpoilnts @
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0 500 1000 1500 2000 2500 3000 3500
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Programmer explicitly defines tasks Channels statically multiversion data
and task-flow graph in code separating inputs from outputs

Task

T a S k ““““““““ v
Tasks exchange data via abstract .- \,,,

channels of non-volatile memory

Key limitation: Programmer must
learn new programming model

%4 Chain: Static data multi-versioning

[Colin, et al OOPSLA "16]
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Compiler automatically privatizes data Alpaca tasks are restartable

creating a copy safe to use in a task. without a checkpoint of volatile state
Task

Privatize

-
-

Task

- Commit

Compiler adds code to automatically
commit copied state back to main memory

Alpaca: Tasks with Dynamic Privatizatio

[Maeng, et al OOPSLA "17]

NWAS
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DINO, Chain, Alpaca
Programming
Model

Task-aware

Compiler Runtime Library

V'/ COMPILEHR
INFRASTRUCTURE

Task Data-flow Analysis DINO: Checkpoint & Recovery
Link to Task Runtime Chain: Task Management

Task, Channel Definitions Channels, Versioning,  Alpaca: Privatization/Commit
Privatization

Prototype Implementations
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Energy-harvesting
Platform Prototypes

Applications

Activity Recognition
N T, (accelerometer+ML)
WISPS E”ergy'ha"veSt'”g DeV'Ce MIDI Natural User Interface

Cold-chain Equipment Monitor

B @t Multi-granular Sensor Log
Custom PCBS

Key Result:

Applications suffer errors & failures
ithout our system support for tasks

RF Power Setup
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“ Alpaca outperforms DINO and Chain

16
m Alpaca m Chain mDINO

N
AN

AN
N

S
00 -

o

Normalized Run Time (Lower is Better)

A
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CEM AR RSA CF BF BC

). Electrical & Computer
‘( ENG I N EER NG Brandon Lucia - Carnegie Mellon University - Challenges of Intermittent Computing



Use Alpaca, Chain and DINO for your research!
hitp://intermittent.systems | http://github.com/CMUADbstract

hitps://cmuabstract.github.io/alpaca-
landing-page/

_ EJ Terminal - reviewer@chainvm:~/src/apps/oopsli
Pull requests Issues Marketplace Explore File Edit View Terminal Tabs Help
nkdir -p "./."

opt/1lvm/1lvm-install/bin/clang -emit-1lvm -c -DALPACA -I../../src/include -I../../src/include/1
pstdinc++ -isysroot /none -00 -g -std=c99 -Wall -MD -I /opt/ti/msp /lib/gcc/mspd430-elf/4.9.1/1r
CMUAbstract / alpaca-oopsla2017 © unwatch~ 2 Kstar | 0 YFork o0 rc -I/home/reviewer/src/apps/alpaca-oopsla2017/ext/libio/src/include -I/home/reviewer/src/apps/s

../../src/alpaca.c:18:16: warning: incompatible pointer types initializing ‘'uint8 t **' (aka 'ung
[-Wincompatible-pointer-types]
<> Code Issues 0 Pull requests o Projects o Wiki Settings Insights nv uint8 t** data_src_base = &data_src;

~

A programming language for writing reliable software for
intermittent, energy-harvesting computer systems

../../src/alpaca.c:22:16: warning: incompatible pointer types initializing ‘'uint8 t **' (aka 'ung

[-Wincompatible-pointer-types]

all-in-one repo for artifact eval & distribution Edit av uint8 t** data dest base = &data_dest;
Add topics -
../../src/alpaca.c:26:16: warning: incompatible pointer types initializing ‘unsigned int *' with
nv unsigned* data size base = &data size;
P 10 commits ¥ 1 branch > 0 releases A% 1 contributor -

3 warnings generated.
opt/1lvm/1lvm-install/bin//11lvm-1ink -0 libalpaca.a.bc alpaca.bc
nake[2]: Leaving directory '/home/reviewer/src/apps/alpaca-oopsla2817/ext/alpaca/AlpacaRuntime/1

Download VM (10 67G B) e e e e New pull request Create new file =~ Upload files = Find file W nake[1]: Leaving directory '/home/reviewer/src/apps/alpaca-oopsla2017/bld/alpaca’
b nake TOOLCHAIN=alpaca -e -C bld/alpaca all

nake[1]: Entering directory '/home/reviewer/src/apps/alpaca-oopsla2017/bld/alpaca’

VM COﬂtalﬂS A|paCa aﬂd Other pl'e\/IOUS State'Of- :_crapboxsubmodule update Latest commit 338aa9b 6 hours ago nkdir -p "./."

opt/1lvm/1lvm-install/bin/clang -emit-1lvm -c -I/home/reviewer/src/apps/alpaca-oopsla2017/ext/1

the_a rt Systems (Cha“’j’ DlNO) b it 23 days ago alpaca-oopsla2017/ext/libmspprintf/src/include -I/home/reviewer/src/apps/alpaca-oopsla2017/ext

pbase/src/include -DVERBOSE=0 -I/src/include -DBOARD_MSP_TS430 --target=msp430 -D_ MSP430FR5969

US@HD re\/lewer— PW reV|eW ; ) i /mspgcc/lib/gcc/msp430-el1f/4.9.1/include -I /opt/ti/mspgcc/msp430-elf/include -I /opt/ti/mspgcc
: ' ' ata 3 /S ag

init 23 days ago apps/alpaca-oopsla20l7/ext/libmsp/src/include -I/home/reviewer/src/apps/alpaca-oopsla2017/ext/1it
nclude -I/home/reviewer/src/apps/alpaca-oopsla20l7/ext/alpaca/AlpacaRuntime/1libalpaca/src/includg
ext submodule update 6 hours ago paca.bc
opt/1lvm/1lvm-install/bin//opt -debug -stats -load /home/reviewer/src/apps/alpaca-oopsla2017/ext
e . . 93 P -alpaca \
golden_result init 23 days ago - .
u source co e rom I u -0 main_cem_alpaca.alpaca.bc main_cem_alpaca.bc
- e o Args: Jopt/llvm/llvm-install/bin//opt -debug -stats -load /home/reviewer/src/apps/alpaca-oopsla2(
Src init 23 days ago be main c alvaca.bc
https://github.com/CMUADbstract/alpaca- e e e e
’ ' .gitignore modified gitignore 23 days ago eatures:
OOpS|8201 7 CPU:generic
.gitmodules changing ssh to https 23 days ago
opt/1lvm/1lvm-install/bin//1lvm-1link -o cem.a.bc main_cem alpaca.alpaca.bc /home/reviewer/src/af
Makefile init 23 days ago lpaca-oopsla2017/ext/libmspmath/bld/clang/libmspmath.a.bc /home/reviewer/src/apps/alpaca-copsla2{
alpaca/AlpacaRuntime/libalpaca/bld/clang/libalpaca.a.bc
README md README chanaed 23 davs aao opt/llvm/1llvm-install/bin/1lc -00 cem.a.bc -0 cem.S
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Intermittent Computing Platforms

Hardware, Programming Models, System Software
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Intermittence-safe HW/SW Systems useios 201s;

EDBSat Chip-scale o Capybara multi-
satellite oSS scnsor platform

e 3cmx3cmx4mm, solar power

Magnetometer + gyro sensors
Low-power radio (to earth)

619,

) Ly ';‘ v
L t’n o""I

b5cmx5cm, solar/RF power
10 sensor array

) ) Bluetooth Low-energy Radio
Custom “burst” power system Software-switchable variable-

Integrated HW/SW diagnostics capacity “burst” power system

Programmed IN intermittence— ~ : Y/ 4 Integrated HW/SW diagnostics
safe Chain programming lang. & Supports Alpaca & Chain
Launch partner: KickSat/NASA intermittent programming langs.

Key Insight: Co-design PL, OS, Arch, and
power system for intermittent operation

s
M

. N h
A
w /*x.- 4

&
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